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Abstract: Local Area Network used everywhere. Plain message and long size of the message are the big problems for
the LAN security. So to protect the authoritative data on LAN users has to apply the cryptography on one of these
architectures. Cryptography the area of computer science which developed to provide security for the senders and
receivers to transmit and receive confidential data through an insecure channel by a means of process called
Encryption/ Decryption. Public key cryptography and Secret key Cryptography are types of cryptography. Public key
cryptography provides the better security over the insecure computer networks. RSA and NTRU public key
cryptography algorithms keep secrecy of private key between all users on the sensitive or insecure networks.
Compression can be used with encryption to fast transmission over LAN. Simple String Compression Algorithm
combine with NTRU and RSA & using Peer to peer approach can provide better security as well as short message size
for fast transmission of the message over the LAN. Using peer to peer technique we can exclude the third party servers
or central dependability which may be costly or may have poor security.
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I. INTRODUCTION

Cryptography is the art and science of hiding important and secret information from being infringed upon by
unauthorized persons as in [1]. In simple words cryptography is an approach that work like a safeguard of the message
that unable the web thugs or middlemen to understand the actual meaning of the message who have no authentication.
In public key cryptography or Different key cryptography, the receiver and sender apply the Different keys to encrypt
and decrypt the message or recover the plaintext from cipher text and it’s vice versa because transmitting the secret key
on insecure network can also destroy the security of the network. This type of cryptography is also known as
asymmetric encryption and decryption. RSA and NTRU are two public key cryptography algorithms. RSA algorithm is
based upon the factoring difficulty of integers that why its security is high and encryption time is slow. On the other
hand NTRU based upon the multiplication of matrices so it is a fast algorithm for encryption and decryption of the
message because computer can perform fast arithmetic operation rather than factoring.

Compression/Decompression and Encryption/Decryption are encoding techniques with difference of motive one
reduce the size another hide the sensitive information. Lossless compression on the other hand, manipulates each bit of
data inside file to minimize the size without losing any data after decoding. This is important because if file lost even a
single bit after decoding, that mean the file is corrupted [12]. That’s way Lossless compression use to compress the
crucial messages. Simple String Compression Algorithm (SSCA) or Bit Reduction Algorithm is lossless compression
algorithm. The idea is, this algorithm reduces the standard 7-bit encoding to some application specific bit encoding
system and then pack into a byte array. This method will reduce the size of a string considerably when the string is
lengthy and the compression ratio is not effected the contents of the string [13].

II. PROBLEM DEFINATION

When we talk about the security of the Local Area network that may be the network of an organization with in the
campus like colleges, industries etc we always depend upon the Central Security Server or third parties to send and
receive the messages. Security of the central Server may be weak so that intruder can hack this Central Server and
destroy all transmission. Transmission delay can be there due to cartelized approach For example if ‘Alice’ wants to
send message to ‘Bob’ then it is not possible to send message directly without authentication of Centralized Server
shown in Fig. 1. Cost of hire the third party security server may be very high .So there is a need of strong security
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technique that may not base upon Central Security Server. Long message size also causes the delay in transmission it
may be due to apply cryptography on the message shown in Fig. 2.
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Fig.1 hacker destroying the security of center security server

Fig.2 Long message size cause delay in transmission

III. IMPLEMENTATION APPROACHES OF CRYPTOGRAPHY

A. Present Work

Implementation Public Key cryptography techniques (RSA and NTRU) with combining compression(SSCA) using
Peer to Peer on Local Area Network solve the problem of dependability on Central Security Server on LAN who is
responsible for security of the message. This technique can improve the security of the message as well as fast
transmission Shown in Fig.3.

In this research implementation of the algorithms on two or more PC’s by using network Programming, The
term network programming refers to writing programs that execute across multiple devices (computers), in which the
devices are all connected to each other using a network. The java.net package of the J2SE APIs contains a collection of
classes and interfaces that provide the low-level communication details, allowing you to write programs that focus on
solving the problem at hand.
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Fig.3 Combining public key cryptography and compression using P2P over LAN

B. Objectives

1) To Calculate the Encryption and decryption time of both the techniques.
2) Total Time of the program execution.

3) Packets will be analysed for delay.

4) Analyse the throughput of algorithms in both cases

C. Proposed Algorithm

1) Proposed algorithm at Sender side

Input the message in the form of text file

o Compress the message with lossless compression technique

Encrypt the message using public key cryptography technique

Send the message in the form of cipher text to the sender

2) Proposed algorithm at Receivers side
e Receive the message in the form of cipher text file
o Decrypt the message using same public key cryptography technique that was applied at the sender side.

e Decompress the message with same compression technique that was applied at Sender side

e After this we will get the original message that was send by the sender.

D. Combining Simple String Compression Algorithm with RSA

This Combination of two techniques called the Simple String Compression Algorithm and RSA shown in the Block
diagram Fig.4. Which combines the two encoding technique. if workstationl want to send the text message to
workstation 2 then it inputs the text file to proposed technique and proposed technique compress the size of the text
with simple string compression and also encrypt the message with RSA in the form of cipher text so that intruder never
understand the message and the transmission of the message can be speed up.
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Fig.4 Block Diagram Combining SSCA with RSA

E. Combining Simple String Compression Algorithm with NTRU

This Combination of two techniques called the Simple String Compression Algorithm and NTRU shown in the
Block diagram Fig.5. Which combines the two encoding technique. if workstationl want to send the text message to
workstation 2 then it inputs the text file to proposed technique and proposed technique compress the size of the text
with simple string compression and also encrypt the message with NTRU in the form of cipher text so that intruder

never understand the message and the transmission of the message can be speed up.
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Fig.4 Block Diagram Combining SSCA with NTRU

IV.RESULTS

In order to obtain statistically significant results several runs are required for different parameters. Simple String
compression algorithm is applied on two public key cryptography algorithms called RSA and NTRU. In order to find
out find out which algorithm is best from both algorithms results are calculate by several runs for different parameters.
First two parameters called Original Size and Compressed size used to find out compressed size of text file. Second,
Size of file and Time Spend used to find out Encryption and decryption time as well as compression time and total time
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to execution of both algorithms shown in following tables and graphs. Following graphs and tables are showing the all
results of RSA and NTRU combined with Simple String Compression algorithms in terms of Encryption time,

Decryption time, Compression time, overall time etc also analyzing the both algorithms by comparing these facts
graphically.

Original
4 ] 12 16 20
message(kb)
RSA 2500 5120 7680 10240 12800
SSC  TwRU
2500 5120 7680 10240 12800

V. CONCLUSION

Data security is a hot issue in this modern digital era. Cryptography fulfills the security issues like integrity of data,
confidentiality of data, availability of data and verification/validation of the data. We have already discussed the
various techniques of the cryptography with its two implementation approaches named as Trusted Third Party
Cryptography Implementation Approach (TTPCA) Peer to Peer Cryptography Approach (P2PCA).According to the
situation we can use these approaches with the help of available resources in our network.
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