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ABSTRACT: Visual Cryptography is a special type of encryption technique to obscure image-based secret 
information which can be decrypted by Human Visual System. There have various approaches developed for 
encrypting image. The former being encrypting the images through encryption algorithms using keys, and the later 
approach involves dividing the image into random shares without the use of keys. But unfortunately there has heavy 
computation cost and key management and the poor quality of the recovered image from the random shares limit the 
applications. In this paper we propose a novel approach with the use of random share and key share. The approach 
employs generating two shares of the original image. One random share and the other key share. The original secret 
image can be recovered from the two shares simply by Xoring the two shares without any loss of image quality. 
 
KEYWORDS: Visual Cryptography, Overlapping, Shares, Image Encryption, Color image, Grayscale Images, 
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I. INTRODUCTION 
 
The basic principle of the visual cryptography scheme (VCS) was first introduced by Naor and Shamir. VCS is a 

kind of secret sharing scheme that focuses on sharing secret images. The idea of the visual cryptography model 
proposed in is to split a secret image into two random shares (printed on transparencies) which separately reveals no 
information about the secret image other than the size of the secret image. The secret image can be reconstructed by 
stacking the two shares. The underlying operation of this scheme is logical operation OR. 

 The main purpose of developing Visual Cryptography schemes project is to provide secret image sharing and 
recover the secret information. The main advantage of this system is we are not going to lose visual image quality and 
image pixel size. Visual cryptography allows for image encryption and decryption using visual technique. This 
technique uses an encoding and decoding scheme to protect the data privacy. By use of this technique no one accept the 
sender and intended receiver knows about the data transferred. Due to its simplicity the system can be used by anyone 
without any knowledge of cryptography and without performing any cryptographic computations. 

 Our main objective is to build a tool based on Visual Cryptography System. By which we can encode a secrete 
image and create 2 or more shares of that image. It will encoded such a way that only the human visual system can 
decrypt the hidden message without any cryptographic computations when all shares are stacked together. 

 
II. LITERATURE REVIEW 

 
Visual Cryptography mainly operates on binary inputs. Hence natural images must be converted into halftone 

images using density of dots in order to simulate gray level. Binary data can be displayed as transparent when printed 
on transparent screen. Each pixel of the image is divided into smaller blocks. There are always same numbers of black 
and white blocks. If a pixel is divided into 2 parts there is only 1 black and 1 white block. If a pixel is divided into 4 
parts there are 2 black and 2 white blocks. 
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Fig-1: Example of Visual Cryptography 
 

The basic model of Visual Cryptography proposed by Naor and Shamir accepts a binary image as a secret image which 
is divided into n number of shares. Each pixel of image is represented by m sub pixels. The resulting structure of shared 
image is represented by s where S = [Sij], an n x m matrix. Any black and white visual cryptography scheme can be 
described using 2 n x m Boolean matrices (S0 and S1). S0 is used if pixel in the original image is white and S1 is used 
if pixel in original image is black. In Visual Cryptography white pixel is represented by 0 and black pixel is represented 
by 1. There are different Visual Cryptography schemes such as 2 out of 2, 2 out of n, n out of n and k out of n. The 
most commonly used is 2 out of 2 Visual Cryptography scheme. 
For 2 out of 2 Visual Cryptography scheme S0 and S1 are as follows 

     
 

.  
Fig-2: Construction of 2, 2 Visual Cryptography scheme 

 
There are 2 collections of matrices C0 and C1. To share a white pixel we choose one of the matrixes in C0 and to share 
black pixel we chooses one of the matrix in C1. The first row of chosen matrix is used for share S1 and the second row 
is used for share S2. 
The disadvantage is that for every pixel encoded from original image into 2 sub pixels and placed on each share to 
share have size of S x 2S if secret image is of size S x S. There is a distortion; hence we go for 4 sub pixel layout 
design. Here pixel is expanded into 2 x 2 sub pixels. 
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Fig-3: Construction of 2, 2 Visual Cryptography scheme with 4 sub pixel layout design 
 

III. PROPOSED ALGORITHM 
 

In our project we have used a hybrid approach of Visual Cryptography where we take the image and split the image 
into two shares. The first share is the random share and the second share is the key share. These two shares have no 
resemblance to the original image. When the two shares are combined using XOR it reveals the original image. The 
quality of the image revealed is same as the original image. This algorithm has perfect reconstruction property and 
there is no loss of picture quality. This algorithm can also be used on Black and white images without any loss of image 
quality. 
 
Algorithm: 
 

Step 1: Random Share generation  
Step 2: Key Share generation  
Step 3: Overlapping the two shares 

In RGB model every color image is composed of pixels where each pixel is a series of bits composed of RGB values. 
Each value is in the range of 0-255. i.e. Red ranges from 0-255, Green ranges from 0-255 and Blue ranges from 0-255. 
When all these three values for RGB are combined we get a color which defines the pixel of the image. 
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In step 1: Random Share generation for color image, a random share is generated by taking any random value for R, 
G and B for each pixel. And for monochrome image each pixel has only one value either 0 or 1. So, random share will 
be created by taking 0 or 1 randomly. The size of the share is same as the original image. Every time we create a 
random share it gives a different value for each pixel. So, two random shares of the same image are not same. 

 
In step 2: Key share generation, a key share is generated by xoring every pixel of random share with every pixel of 

the original image. The size of this share is also same as the original image. No two key shares of the same image are 
same since no two random shares are same. 
 

In step 3: Overlapping of the shares is done by xoring the random share with the key share pixel by pixel. This 
results in the generation of the original image.  
 

For 24-bit color image                                                         For Monochrome image 
 

                    Algorithm RKO ( )                                                                  Algorithm RKO ( ) 
                          {                                                                                              { 

                        For every pixel i=0 to n                                                          For every pixel i=0 to n 
                        {                                                                                              { 
                           RSi = R (0-255) + G (0-255) + B (0-255)                               RSi = R (0-1) 
                           KSi = RSi ⊕ OIi                                                                     KSi = RSi ⊕ OIi 
                           }                                                                                               } 
                           OI = RS ⊕ KS                                                                            OI = RS ⊕ KS 

                             }                                                                                               }  
 

/* OI = Original Image, RS=Random Share, KS=Key Share*/ 
  

IV. RESULTS AND DISCUSSIONS 
Test Reports:  
All the test cases mentioned above passed successfully.  
A. 24-bit Color image: 
1.  Example—1:  
The RKO technique was implemented on color image showed in Fig.4. The two shares of the image are share1 and 
share2 shown in Fig 5 and Fig 6 respectively. The resultant image after overlapping both the shares is shown in Fig 7. 
 

 
Fig.4. Color image 
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                                            Fig 5. Share1                                                                                                          Fig 6. Share2 
 

 
Fig 7. Resultant image 

 
2.  Example—2: 

 

 
Fig 8. Color image 

 

         
                                   Fig 9. Share1                                                 Fig 10. Share2                                               Fig 11. Resultant image 
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B. 8-bit Gray Scale Image:  
1.  Example—1: 
The RKO technique was also implemented on gray scale image shown in Fig 12. The two shares of the image are 
share1 and share2 shown in Fig 13 and Fig 14 respectively. The resultant image after overlapping both the shares is 
shown in Fig 15.   
                                                            

 
 
 
 

 
 

 
 
 
 
 
 

Fig 12. Gray Scale Image                                        Fig 13. Share1                                  Fig 14. Share2                                     Fig 15.  Resultant image 
 
 

2.  Example—2: 

 
Fig 16. Gray Scale Image 

 

         
 

Fig 17. Share1                                                                             Fig 18. Share2 
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Fig 19.  Resultant image       

         
C. 1-bit Black and White image: 
1.  Example—1: 
The RKO technique was also implemented on black and white image shown in Fig 20. The two shares of the image are 
share1 and share2 shown in Fig 21 and Fig 22 respectively. The resultant image after overlapping both the shares is 
shown in Fig 23. 

 
Fig 20. Monochrome image 

 
 

                            
 

Fig 21. Share1                                                                          Fig 22. Share2 
  
 

 
Fig 23.  Resultant image 

 
All shares and resultant image is generated programmatically. If we take a print out of these two black and white shares 
on a transparent sheet and if it is overlapped we will be able to see the message. It will look like – 
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2.  Example—2:  

 
Fig 24. Overlapped image of printed shares  

 
V. CONCLUSION 

 
In this project a secret image is split into two images, one random image and one key image and with minimum 

computation the original secret image can be retrieved back. 
 

This project has the following merits: 
(a) The original secret image can be retrieved in totality.  
(b) There is no pixel expansion and hence storage requirement per random share is same as original image. 
(c) The quality of the image recovered is same as the original image.  
(d) The same technique can be used on gray scale images and black and white images. 

The scheme is suitable for authentication based application where authentication can be done by overlapping the shares 
over one another to reveal the secret image. If the secret image matches the original image then only access can be 
granted. 
 

VI.  FUTURE SCOPE  
 

There is a lot of scope in Visual Cryptography for encrypting images. The RKO technique has used in this project 
which produce the output image as original image. Where it produces random shares also, this technique can be 
developed by increasing randomness in shares. 
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